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Virto Password Expiration for SharePoint

Overview

When SharePoint users are logged in throughout Active Directory they need to be informed about
expiration of their password in order to change it.

Virto SharePoint Password Expiration enables SharePoint users to receive e-mail alerts about
password expiration. The schedule of notification is easily defined by administrator.

For SharePoint 2012 users it is possible to adjust client side notification and see the alert about
expiration on every page of the SharePoint site. The template of alert is defined with standard
tokens.

Adjustment is quick and simple and done by site administrator in several minutes. Just download
the component and start using it.

System Requirements

Operating System
Microsoft Windows Server 2003, 2008, 2012

Server

SharePoint Release 2013:

- Microsoft Windows SharePoint Foundation 2013 or Microsoft Office SharePoint Server 2013;
- Microsoft .NET Framework 4.5;

SharePoint Release 2010:
- Microsoft Windows SharePoint Foundation 2010 or Microsoft Office SharePoint Server 2010;
- Microsoft .NET Framework 3.5;

SharePoint Release 3:
- Microsoft Windows SharePoint Services v3 or Microsoft Office SharePoint Server 2007;
- Microsoft .NET Framework 3.5;

Note: This product is not compatible with SPS 2003 and WSS v2.

Browser
Microsoft Internet Explorer 7 or higher.
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Installation

This section describes how to install, upgrade, uninstall, or contact Support for the Virto SharePoint
Password Expiration Web Part.

Installing Virto SharePoint Password Expiration Web Part

Before you begin, you need to make sure you have access to the server and your account has the
appropriate administrative privileges to install applications.

The Virto SharePoint Password Expiration setup program provides links to the various installation
components for the Password Expiration.

To access the Virto SharePoint Password Expiration Setup program download
Virto.SharePoint.20XX.PasswordExpiration.zip file and unzip it. Open
Virto.SharePoint.20XX.PasswordExpiration folder and run extracted Setup.exe file.

The setup wizard window will appear.

¥irto Password Expiration Feature for SharePoint 2010

Virto Password Expiration Feature for SharePoint 2010 Virto

Welcome to the Vio Password Expiration Feature for ShareFoint 2010 Soltwaye
setup wizard

Thiz zetup wizard will inztall and deploy Yito Pazsword Expiration Feature for SharePoint 2010 to pour
SharePoint 2070 farm.

Frevious et | Abart I

vy virtosofbware, corm
Virto SharePoint Password Expiration setup wizard performs a system check prior to the installation. All

the system checks must be completed successfully in order to proceed with the installation. After the
checks have completed, click “Next”.
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¥irto Password Expiration Feature for SharePoint 2010

System Check Virto

Checking if %ino Fassword Expiration Feature for SharePaint 2010 can be Solfwave
installed from this machine

Microzoft MET Framework 3.5 iz installed.

Windows SharePaoint Foundation 2000 iz ingtalled.

Do you have permizzion to install and deploy SharePoint solutions?
|2 the Windows SharePoint Services Administration service started?
5 the Windows SharePoint Services Timer service started?

Does the zolution file exist?

Qe 00

Detecting Yirto Pazsword E=piration Feature for SharePaoint 2010

Pleaze wait...

Frewvious (=2 Abort

e wirkoeafbware, com

Select the web application(s) where you want to install the product.

¥irto Password Expiration Feature for SharePoint 2010

Site Collection Deployment Targets Virto
S

Flease select one or more web applications / site collections VE

YWiebh &pplications / Site Collections:
-] httpe A/ 80B!  [SharePaint - 808] (1 site callection)

m- ] http: /#7837 [SharePoint - 783) (1 site collection]
B[] bttpe A2 r2vd [SharePaoint])  [4 site collections)

Pleaze click the Mext buttan ta gtart the installation proces:.

Previous [ et Abart

L virbozofbware, com
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Warning: You must be logged in to the SharePoint server with a Site Collection Administrator account to
automatically activate this feature.

¥irto Password Expiration Feature for SharePoint 2010
Installing Virto
Flease wait while Yirto Password Expiration Feature for SharePaoint 201015 Solfuaye
installed
‘whaiting for zolution deployment job to complete. Press Abork to stop.
Frevious [ ext Abort
v itk ofbrare, com

Then click “Next”.

¥irto Password Expiration Feature For SharePoint 2010

Installation Successfully Completed

Virto
Soffwave

Dretails:

=

I

Fresiaus i (=2

| Cloze |
L wirbozoftware, com
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Click “Close”. The installation completed.

Note: installation procedure is similar for SharePoint 2007, 2010 and 2013 versions.

SPFx Web Part Installation

To start using Virto Password Expiration web part on modern sites/pages of SharePoint 2019 please do
the steps as follows.

1) To install Virto Password Expiration web part run Setup.exe file as administrator under the farm
administrator account.

2) Create App Catalog in your SharePoint if necessary: https://docs.microsoft.com/en-
us/sharepoint/administration/manage-the-app-catalog.

The ".sppkg" file will be automatically uploaded to "Apps for SharePoint". Now you can add Virto
Password Expiration on the modern pages/sites.

Note! Please do not use administrator account to install and activate SPFx web part.

Error “Sorry apps are turned off”: What to Do

If you are trying to install the web part on SharePoint 2019 server and got below error while Adding it to
your site:

App Latalog » Add Apps »

SPFx web Part

Details

DESCRIPTIOMN
There is no description available. Sorry, apps are turned off. If you know who runs the server,
tell them to enable apps.

SUPPORTED LANGUAGES

Supported languages are not specified. VERSION £.1.00

RELEASE DATE  January 2019

Sorry, apps are turned off. If you know who runs the server, tell them to enable apps.
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Possible Reasons and Solutions

Reason Solution

Apps are not enabled in your farm Make sure your have Apps enabled in your SharePoint 2019
farm.

Subscription service is not setup The first and most probably problem would be the
subscription service is not configured in your farm. Please
configure it.

App management service is not associated with your web Make sure App Management Service Application is

application associated with your web application where you want to add
the SPFx web part.

App Urlis not configured If you have not configured the App Urls. please ensure you
have given values to App Domain and App Prefix in your App
Store settings.

If after ensuring above solutions, you still have the same error, please register a ticket to let our
technicians analyze the problem.

License Activation

To see full instruction for successful activation of your component, please download “Virto License
Manager” PDF instruction from Downloads section of our site or read it in Wiki.

Upgrading Virto SharePoint Password Expiration

If you already use Virto SharePoint Password Expiration and need to upgrade it to the latest version,
download the.zip file from http://www.virtosoftware.com. Unzip the file and run setup.exe as it is
described in the Installing Virto Password Expiration section.

Note: it is highly recommended to exit License Manager before upgrading. If you need to use License
Manager, run it after upgrading.

On the step 3 check the box “Upgrade” and click “Next”.

Note: if you had activated the license while installing the previous Virto SharePoint Password Expiration
version, you do not need to activate it now.

Uninstalling Virto SharePoint Password Expiration
To uninstall the Web Part:
1. Double click the Setup.exe extracted from downloaded
Virto.SharePoint.20XX.PasswordExpiration.zip file.

2. The program performs the system checks again. Once that has successfully completed, the
program prompts you to Repair or Remove the solution. Select Remove, and click “Next”.
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Using SharePoint Password Expiration Solution

Virto SharePoint Password Expiration can be used either as a solution or as a web part.
Note: only site administrator has access to component settings.

If you are going to use it as a solution, go to “Site Collection Administration — Virto Password Expiration Settings”.

Site Collection Administration
Recycle bin

Search Result Sources

Search Result Types

Search Query Rules

Search Schema

Search Settings

search Configuration Import
Search Configuration Export
Site collection features

Site hierarchy

Search engine optimization settings
Site collection navigation

Site collection audit seftings
Audit log reports

Portal site connection

Content Type Policy Templates
Storage Metrics

Popularity and Search Reports
Content type publishing
Variations Setfings

Variation labels

First of all you need to define domain settings.

Fully qualified domain name (example: mydomain.local)
virtosoft.local
Legin (for access to AD) on domain server:
virtosoftware\Admin

Domain Settings R

----------

Test connection

Then define SMTP settings for outgoing e-mail notifications. Use default or custom settings and check the settings
with test e-mail.
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®) Use default SharePoint settings

Use custom SMTP server
SMTP settings for outgoing notification e-mails.

If you define custom SMTP settings, define server, port, account login, password, the name of notification and the
e-mail box it will be sent from.

Server: smtp.gmail.com
Port: 455
Login (account name): | test@gmail.com
SMTP settings for outgoing notification e-mails.
Password: | sessesas
Secure connection: No (@) 55 T
From (name) VirtcPasswordExpiratic
From (e-mail}: noreply@mycompany.
€na Test e-mal

Then you need to define schedule for notifications that will be sent to users. The notification is sent for three
times and then sent every single day before the date of expiration. When it will be sent - you need to decide.

e Define the amount of days before the first notification;
o Define the amount of days before second notification;
e Define amount of days before the daily notification.

Then define the time when it is preferred to send notification (this is the time after which the alerts will be sent).

20 days before first notification e-mail (required)
10 days before secend notification e-mail (optional)

Notification schedule

5 days before daily notification e-mails {optional)

end notification preferable at the following time

12 v|:[30 *

You can add the list of AD users that will not receive the notifications (for instance, administrators or any other
users).

Nick Brook

Users who must not receive notification e-mails.

& BB

Enter the subject of e-mail notification displayed for recipients and use tags to construct the message text of the
notification.
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vord expiration

Elsouce | [0 & & |E FENF
Gk [E A - o @0 RH B[Ry
B I U =X, x| @
= = Enw =E=E=E /7w @ =
EeoeO=Esose
- - - - - A-
IR =
E-mail message template

Hello, {UserName}, your password expires on {ExpirationDate}. You should consider
changing password within {DaysLeft} days.

If you need to send copy of notification, enter the e-mail to send it to. If there is more than one e-mail, use
commas to separate them.

. . . . . Emails
Send copy of notification e-mail to the following e-mails (comma separated) = ;
Usernal "ne:gdg*nal Lom

Enable client side notification o

Moreover you can enable client side notification, and every SharePoint user logged in to the site throughout AD
will see the pop-up alert on the top of every page of SharePoint site.

Note: the option is available only for SharePoint 2012 users.

Click “Save” to save the settings.

Now when the password expiration date is coming, users will receive e-mail notifications.

Using Virto SharePoint Password Expiration as a Web Part

Go to SharePoint site where you want to add the web part and open “Edit - Edit page”. Select Virto SharePoint
Password Expiration Web Part for SharePoint at the bottom of the list and add it to the page.

Then open web part settings to adjust the web part.
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SharePoint

BROWSE PAGE ‘ TTEMS L[STI INSERT I‘.‘v‘Ei PART ‘

B g - ]|ES

Newsfeed OneDrive Sites ?

) SHARE jim )

Text 1 Videoand A Web
e e Vs oz | s
Text Megia Parts
Categories Parts About the part
E3 Forms o - . - X N . . N . .
B Media and Content Svirto Active Directory Self User ... [G]Virto Bulk File Download [Elvirto HTMLS Gantt Virto Password EXpH'aIIOh War'mng for SharePoint
= sesrch Svirto Active Directory User Servic..  [G]Virto Bulk File Upload Web Part f..  [E]virto Image Slider Use the Virto Password Expiration Warning web part for SharePaint 2013 for
Hvirto Alerts Customizer for Share... ' [H]Virto Calendar Web Part |[Evirto Kanban Board notifying user about soon expiration of his password.

[Ea Search-Driven Content . .
Hlvirto Bulk Approve Hvirto Clock & Weather Web Part
Ea Social Collaboration

Hlvirto Bulk Check In Hlvirto Create & Clone AD User We.
3 SOL Server Reporting . - P
Hlvirto Bulk Edit Hlvirto Event Viewer Wi
[ Virto Solutions - . _ - : . :
Hvirto Bulk File Copy and Move Hlvirto Gantt Web Part for SharePo.. . [Hvirto Pivot View Web Part for Sha.
Hvirto Bulk File Delete Hvirto Htmls Bulk File Upload Hlvirto Social Aggregator Web Part

Upload a Web Part «
»

Then adjust the web part according to your needs:

Add part to: Main ¥

e

e Enter the Url of the page where SharePoint will be able to change his password (for instance, a page with

added Virto Password Change).
e You can define when user will be redirected to this site.

e  Construct the message of notification with help of special tokens.

4 Virto Password Expiration Warning for SharePaoint x

Virto Password Expiration Warning for SharePoint

It seems that your password never expires.

Passwaord Expiration Wamning Set...

Url of page where user is able to change his
password

http://r2v/SitePages/site

Redirect user to the specified url if user's password
expires in less than | 5 days

Html message template. You can use the following
tokens:

{0} - user name,

{1} - password expiration date,

{2} - current password live days,

{3} - specified page url where user can change
his/her password.

Hello {0},

Your password expires
on {1}

You can change you
password here: {3}

Save the settings and return to the web part page. Now users will see expiration alert (message) when they go to

the Virto Password Expiration web part page.

Virto Password Expiration Warning for SharePoint
Hello ga, your password expires on 7/3/2015.
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Version Release History

Release Version Description
Date

02/22/2017 |v.2.14 [*] Users who are added to SharePoint as Active Directory group(s) are
supported.

05/18/2016 | v.2.1.3 [*] Some script files have been moved to _layouts folder.

03/11/2016 | v.2.1.2 [*] E-mail with password expiration message is not sent to account
disabled in Active Directory.
[-] Issue with duplicated e-mails about password expiration in some
cases has been fixed.

11/16/2015 | v.2.1.1 [-] Issue when user is not found in AD and unnecessary message is added
to log files has been fixed.

07/15/2015 |v.2.1.0 New license manager

09/09/2013 | v.2.0.0 New license manager

07/04/2012 | v.1.0.0 First Public Release
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