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Virto Password Change for SharePoint

Overview

Virto Password Change Web Part for SharePoint 2007, 2010 and 2013 enables Active Directory (AD)
users and users with general accounts (FBAP) to change themselves their passwords when they are
logged onto SharePoint Site. This web part is indeed helpful if there are a lot of AD accounts in your
system, and users need to change their passwords from time to time due to security or other
reasons. Remote AD wusers can also change passwords without any difficulties.
With Virto Password Change system administrator does not need to change all the passwords
manually anymore. He just adds the web part to intranet or extranet SharePoint Portal. Then
authorized users can easily manage their passwords without the administrator's help.

When user requests the web part the system automatically determines the category, the user
belongs to - Active Directory or other Form Based Authentication Provider (FBAP). Then the user
types his old password and a new one. The web part transfers this data to AD or other FBAP base,
and the new password is saved in the database. In case a user has advanced rights, he can change
not only his own password but other users' passwords as well. It is also possible to publish
password requirements in the web part. If a user types an incorrect old password, or his password
does not meet the requirements, a warning message will be displayed.

Shortlist of Virto SharePoint Password Change Key Features

Feature Status

Allows Active Directory or FBAP users to change
passwords on their own without the

. . Released in 1.0
administrator's help

Transfer passwords to AD or FBAP databases Released in 1.0

Password policy description publishing Released in 1.0

Warning messages if password does not meet
requirements or incorrect Released in 1.0
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System Requirements

Operating System
Microsoft Windows Server 2003, 2008, 2012

Server

SharePoint Release 2016:

- 64-bit edition of Windows Server 2012 R2 Service Pack 1 AND 64-bit edition of Microsoft SQL Server
2014 Service Pack 1 (SP1)

- Microsoft .NET Framework 4.5.2

SharePoint Release 2013:
- Microsoft Windows SharePoint Foundation 2013 or Microsoft Office SharePoint Server 2013;
- Microsoft .NET Framework 4.5;

SharePoint Release 2010:
- Microsoft Windows SharePoint Foundation 2010 or Microsoft Office SharePoint Server 2010;
- Microsoft .NET Framework 3.5;

SharePoint Release 3:
- Microsoft Windows SharePoint Services v3 or Microsoft Office SharePoint Server 2007;
- Microsoft .NET Framework 3.5;

Note: This product is not compatible with SPS 2003 and WSS v2.

Browser
Microsoft Internet Explorer 7 or higher.

Installation

This section describes how to install, upgrade, uninstall, or contact Support for the Virto ShsrePoint
Password Change Web Part.

Expected Outage

The expected outage time is from 2 minutes to several hours depending on your hardware and
number of SharePoint sites. Though we recommend all Virto users to upgrade on a weekend.

Installing Virto SharePoint Password Change Web Part for SharePoint
Before you begin, you need to make sure you have access to the server and your account has the
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appropriate administrative privileges to install applications.

The Virto SharePoint Password Change setup program provides links to the various installation
components for the Password Change.

To access the Virto SharePoint Password Change Setup program  download

Virto.SharePoint.20XX.PasswordChangeWebPart.zip file and unzip it. Open
Virto.PasswordChange.WebPart folder and run extracted Setup.exe file.

The setup wizard window will appear.

Virte Password Changer Web Part for SharePoint 1.0 beta

Virto Password Changer Web Part for SharePoint 1.0 Virto

Welcome to the Virto Password Changer Web Partfor SharePoint 1.0 beta  Salfuaye
setup wizard

This setup wizard will install and deploy Vito Password Changer Web Part for SharePoint 1.0 beta to your
SharePoint 2007 fam.

Virto SharePoint Password Change setup wizard performs a system check prior to the installation. All
the system checks must be completed successfully in order to proceed with the installation. After the
checks have completed, click “Next”.
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Virto Password Changer Web Part for SharePoint 1.0 beta

System Check

Checking if Virto Password Changer Web Part for SharePoint 1.0 beta can
be installed from this machine

Microsoft .MET Framework 3.5 is installed.

Windows SharePoirt Service 3.0is installed.

You have pemission to install and deploy SharePoirt solutions.

The Windows SharePoint Services Administration service is started.

The Windows SharePoint Services Timer service is started.

Salution file found.

Virto Password Changer Web Part for SharePoint 1.0 beta is already installed.

0000000

All checks succeeded. Pleasze click Mext to proceed with the installation.

Virto
Soffwave

[ Previous H e

| [ sbot

ks

(&1}
i
(%)
=]

Select the web application(s) where you want to install the product.

Virte Password Changer Web Part for SharePoint 1.0 beta

Site Collection Deployment Targets

Please select one or more web applications [ site collections

Web Applications / Site Collections:

Virto
S Ve

--Dmp:ffmcDEsewer:ED?Z-" (Shared Resource Provider) (1 site collection)
=-[#http://mclGserver/  (SharePoirt - 80) (1 site collection)

Please click the Nest button to start the installation process.
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Warning: You must be logged in to the SharePoint server with a Site Collection Administrator account to
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automatically activate this feature.

P

Virte Password Changer Web Part for SharePoint 1.0 beta

Installing Virto
Please wait while Virto Password Changer Web Part for SharePoint 1.0beta  Spffave
is installed

Waiting for solution deployment job to complete. Press Abart to stop.

www virtosoftware .com

Then click “Next”.

Virto Password Changer Web Part for SharePoint 1.0 beta

Installation Successfully Completed Virto

SOLUTION DEPLOYMENT =
MCDESERVER : hitp://mclGservers : The solution was successfulty de

FEATURE ACTIVATION ==
A/melBserver : 51d72db4-7bla-db44-b817faSd e 1f53d

v virtosoftware .com
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Click “Close” to complete the installation.

Note: Installation process if similar for SharePoint 2007, 2010, 2013 and 2016 editions.

SPFx Web Part Installation

To start using Virto Password Changer web part on modern sites/pages of SharePoint 2019 please do the
steps as follows.

1) To install Virto Password Changer web part run Setup.exe file as administrator under the farm administrator
account.

2) Create App Catalog in your SharePoint if necessary: https://docs.microsoft.com/en-
us/sharepoint/administration/manage-the-app-catalog.

The "spfx.sppkg" file will be automatically uploaded to "Apps for SharePoint". Now you can add Virto
Password Changer on the modern pages/sites.

Note! Please do not use administrator account to install and activate SPFx web part.

Error “Sorry apps are turned off”’: What to Do

If you are trying to install the web part on SharePoint 2019 server and got below error while Adding it to
your site:

App Latalog » Add Apps ¥

SPFx web Part

Details

DESCRIPTION
There is no description available. Sorry, apps are turned off. If you know who runs the server,
tell them to enable apps.

SUPPORTED LANGUAGES

Supported languages are not specified. VERSION 6100

RELEASE DATE  January 2019

Sorry, apps are turned off. If you know who runs the server, tell them to enable apps.

Possible Reasons and Solutions

Reason Solution

Apps are not enabled in your farm Make sure your have Apps enabled in your SharePoint 2019
farm.

Subscription service is not setup The first and most probably problem would be the
subscription service is not configured in your farm. Please
configure it.

App management service is not associated with your web Make sure App Management Service Application is

application associated with your web application where you want to add
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the SPFx web part.

App Url is not configured If you have not configured the App Urls. please ensure you
have given values to App Domain and App Prefix in your App
Store settings.

If after ensuring above solutions, you still have the same error, please register a ticket to let our
technicians analyze the problem.

License Activation

To see full instruction for successful activation of your component, please download “Virto License
Manager” PDF instruction from Downloads section of our site or read it in Wiki.

Upgrading Virto Password Change

If you already use Virto SharePoint Password Change and need to upgrade it to the latest version,
download the.zip file from http://www.virtosoftware.com. Unzip the file and run setup.exe as it is
described in the Installing Password Change section.

Note: it is highly recommended to exit License Manager before upgrading. If you need to use License
Manager, run it after upgrading.

On the step check the box “Upgrade” and click “Next”.

Note: if you had activated the license while installing the previous Virto SharePoint Password Change
version, you do not need to activate it now.

Uninstalling Virto SharePoint Password Change
To uninstall the Web Part:
1. Double click the Setup.exe extracted from downloaded
Virto.SharePoint.20XX.PasswordChangeWebPart.zip file.

2. The program performs the system checks again. Once that has successfully completed, the
program prompts you to Repair or Remove the solution. Select Remove, and click “Next”.
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Virto Password Changer Web Part for SharePoint 1.0 beta
Repair or Remove Virto

Flease selectthe operation you wish to perform Soltwave

Virto Password Changer Web Part for SharePoint 1.0 beta is already installed. What would you like to do?

Retracts the solution from all web applications and deploys it once again.

Retracts the solution from all web applications and deletes it from the SharePoint
solution store.

Previous ][ Mend ] [ Abort

it merftseEre S

LOSOMwWare .co

Virte Password Changer Web Part for SharePoint 1.0 beta

Uninstalling Virto

Please wait while Virto Password Changer Web Part for SharePoint 1.0 beta  $alfuaye
is removed

Waiting for solution retraction job to complete. Press Abort to stop.

el

LO3OrTwWans .com
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Administration and Usage

Adding the Web Part to a Page

Go to SharePoint site where you want to add the web part and open “Edit page”. You will switch to edit mode.
Click “Add a Web Part”.

Select Virto SharePoint Password Change web part at the bottom of the list and click “Add”.

SharePoint Newsfeed OneDrive Sites ?

{J SHARE ¥y Fouow pg save O

BROWSE PAGE FORMAT TEXT
m o F)
Table Picture Video and Link  Upload
- - Audio~ File [«
Tables Media Links
Categories Parts About the part
£ Forms -

[Evirto Active Directory Self User 5. [E]Virto Bulk File Download [Evirto Kanban Board Virto Pas d Changer Web Part for SharePoint 2013
web part f.. | | SVirto Password Changer Web Par.. | \se the virto password Changer Web Part for SharePoint 2013 for self updating
user password by SharePoint Foundation/Server User.

3 Media and Content

[Elvirto Active Directory User S .. [EVirto Bulk File Uplo
[Elvirto Alerts Customizer for Share... ' [E]Virto Calendar Web Part [EIvirto Password Expiration Warnin..
[EVirto Bulk Approve [Elvirto Create & Clone AD User We. - [E]Virto Password Reset Web Part f...

B3 search
B3 Search-Driven Content

[Ea Social Collaboration R _ . R
[Elvirto Bulk Check In [Elvirto Event Viewer [Evirto Pivot V eb Part for Sha.
[Elvirto Bulk Edit [Evirto Html5 Bulk File Upload [Evirto Social Aggregator Web Part
[Ca Virto Solutions. I _
[Elvirto Bulk File Copy and Move [Evirto HTMLS Gantt
»
[Elvirto Bulk File Delete [@lvirto Image Slider
Upload a Web Part + N Y
Add part to: Rich Content ¥

Add Cancel

Once you have clicked “Add” button, use “Exit edit mode” button.

Virto SharePoint Password Change Administration

Once you have added Virto SharePoint Active Directory User Service web part to the site page, you have

to adjust it.

) SHARE ¥y Fouow psaE O

INSER]
— ABC <>, By -
Body B E 3= Mo A RTRPE [ - 4
y nasbcendi | A g B |AaBbCc| |AaBbccDd [aagbeendl | | LN e
* A = === aragraph ading ading 2 ading ading Spelling T: it
B I U abe x. x - &. = = == Paragrap Heading 1 Heading 2 Heading 3 Heading 4 B L ©  layout- Source E) Camvart o XHTML
Font Paragraph Styles Spelling Layout Markup
Virto Password ¢ r ‘Web Part £ Cr-‘-:r P t 2013 s
VIO Fassword Cnanger Web Fart t1or shareroint ZUL
Minimize
Domain; X Delete
Account: The password must contain a minimum of one lower case
character, one upper case character, and five digits or [} Edit Web Part

special characters.
Old Password:
Edit Web Part

New Password:
Retype New Password:

Change Password Reset

Use “Edit Web Part” in the upper right hand corner of the page. The Web Part settings will be displayed.
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4 Virto Password Changer Web Part for SharePoint 2013 X

Virto Password Changer Web Par...

Localization:
1033.English v

Choose account mode,
® Any user
() Current user

() This domain user only (Only with AD
authentication)
Domain:

virtosoftware.local

|| Hide domain field {for "current user" mode or "this

domain user” account modes only)
|| Allow domain name in user name (for “this domain

user” account mode only)
l#*| Show captcha

Choose authentication mode.
® Any authentication
(2 AD authentication only

() Form-based authentication only

Choose account mode. According to this option the possibility of fields editing is defined.
If you select “Any user” mode, all the fields of the component will be available for editing.

\Virto Password Changer Web Part for SharePoint 2013

Domain: | |

Account: | |

Old Password: | |

Mew Password: | |

Retype MNew Password: | |

Change Password Reset

If you select “Current user”, domain name and user account will be unavailable for editing.
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If you select “This domain user only”, the “Domain” field will be unavailable for editing.

Note: the security settings defined on the domain level. This means that even in case “Any User” option
is selected, user will not be able to edit all the fields if it is not allowed on the domain level.

Check the box “Hide domain field” in case users have to enter only account without domain data.

Check the box “Allow domain name in user name” to allow users that know domain name to change
their password. In this case they will be able to enter domain name as “domainname/account” format
(this option is available only in “this domain only” account mode.

Check the box to add or remove captcha.

#*| Hide domain field {for "current user" mode or “this
domain user” account modes only)

#| Allow domain name in user name (for “this dormain
user” account mode only)

| Show capicha

Now select authentication mode. According to these settings the way of logging in to the SharePoint
site will be defined.
e
® Any authentication
AD authentication only

Form-based authentication only

Note: in case “Any authentication” option is chosen, the web part will automatically define, which way
to login to SharePoint (AD authentication or form-based authentication).

You also type the text of Password Policy description. It will be displayed when user changes the
password.

Password Policy Description:

The password must contain a minimum of one

lower case character, one upper case character, -
and five digits or special characters y

Copyright © 2016 All rights reserved. www.virtosoftware.com



http://www.virtosoftware.com/

14

Virto Password Changer Web Part for SharePoint 2013

Domain;

The password must contain @ minimum of one lower case
character, one upper case character, and five digits or
special characters.

Account:

Old Password:

Mew Password:

Retype New Password:

Change Password Reset

Then you can define validation options that will be used when password changing:
e minimum password length,
e minimum digits number,
e minimum lower case letters number,
e minimum upper case letters number,
e minimum non alphanumeric characters number).

Password validations options (optional):

Minimum password length
12

Maximum password length
1

Minimum digits number
1

Minimum lower case letters number
1

Minimum upper case letters number
1

Minimum non alphanumeric characters number
1

Click “Apply” to save the settings and continue or “OK” to save the settings and exit edit mode.
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Virto Password Change Usage

Fill out the fields displayed on the web part view page. Domain and account information can be edited
or not according to the settings described in the previous section.

W= ~covamrel A VAlAal D £ Clyares DG N1 2

Virto Password Changer Web Fart ror SharePoint 2013

Domain: Virto
The password must contain a minimum of one lower case

Account: mb N - .
character, one upper case character, and five digits or
special characters.

Old Password:

Mew Password

Retype New Password:

Change Password Reset

Type old password. Then type new password and retype it to confirm. Click “Change Password”.

If you need to enter another data to the fields, click “Reset”. The fields will be cleared. Now fill out the
fields in appropriate way and click “Change Password”.
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Version Release History

Release Version Description
Date

10/25/2016 | v.3.2.1 [-] Issue with changing passwords after installing Microsoft updates
KB3167679 and/or KB3177108 is fixed.

10/10/2016 | v.3.2.0 [+] Captcha has been added.

07/15/2015 | v. 3.1.0 [+] New license manager

01/30/2015 | v.3.0.1 [-] Bug with automatic user resolving on site with anonymous access has
been fixed.

09/09/2013 | v.3.0.0 [+] New license manager

06/30/2011 | v.2.0.0 [+] Added password validation options.
[+] Added option for hiding domain name field.
[+] Added option for typing domain name before user name in "this
domain only" account mode.
[-] Minor bug has been fixed.

06/25/2010 | v.1.1.0 [+] French localization has been added.
[-] Minor bugs have been fixed.

9/03/2009 | v.1.0.0 First Release

- bug fixed
+ new features added
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